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1. Introduction                                                  Lecture (1) 
 
   * Data security is the sciences and study of methods of protecting data in computer and 
communication systems for unauthorized disclosure and modification. 
   
    Or 
  * Cipher is a secret method of writing.   
  
   Example: (Caser method)  use k=3 
       A  B  C  D  E  F  G   H   I   J   K   L   M   N   O    P     Q    R    S    T    U    V    W     X    Y    Z 
       0  1   2   3   4  5   6   7   8   9  10  11 12   13   14  15   16   17  18   19   20  21   22    23  24   25 
   Plaintext: Ali 
        (Encipher process)…………………………..    (P+K) mod 26 
    Sol: 
      A=0     
          0+3 mod 26 = 3 = D 
     L=11 
          11+3 mod 26=14=O 
     I=8 
           8+3 mod 26=11= L 
 
   Cipher text: DOL 
        (Decipher process)…………………………….   (C-K) mod 26 
     Sol: 
       D=3 
          3-3 mod 26=0=A 
      O=14 
          14-3mod26=11=L 
      L=11    
           11-3mod26=8=I 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



                                                                                        Lecture (٢) 
   Cryptography 
   Suppose a sender wants to send a message to a receiver. Moreover, this sender wants to      
send the message securely: she wants to make sure an eavesdropper can not read the message. 
   A message is plaintext [sometime called clear text]. The process of disguising a message in 
such a way as to hide its substance is encryption. An encrypted message is cipher text. The 
process of truing cipher text back into plaintext is decryption; this is all shown in figure (1). 
                          
                 Plain text Cipher text Original  
                                                                                                           Plaintext 
                                           Figure (1): Encryption and Decryption 
 
   Plain text is denoted by M, for message or P for plaintext. It can be a stream of bits, a text file 
, a bitmap, a stream of digitized voice, a digital video image. Whatever. As far as a computer is 
concerned, M is simply binary data. 
   Cipher text is denoted by C. it is also binary data: some the same size as M. some time larger 
(by combining encryption with compression.  C may be smaller than M.) 
   
   The encryption functions E operate on M to produce C, or, in mathematical notation. 
             E (M) =C 
   In the reverse process, the decryption functions D operate on C to produce M: 
            D(C) = M 
  Since the whole point of encryption and then decryption a message is to recover the original 
plain text, the following identity must hold true. 
            D (E (M)) = M 
  - The components of the cryptographic system. (Cryptosystem) 
  1) A plain text message space , M. 
  2) A cipher text message space, C. 
  3) A key space, K. 
  4) A family of enciphering transformations, Ek: m c, where k€ K. 
  5) A family of deciphering transformations, Dk: c m, where k€ K. 
   Example// 
                   Dk(Ek(m))=m 
- Cryptosystem must satisfy three general requirements: 
   1) The enciphering and deciphering transformations must be efficient for all keys. 
   2) The system must be easy to use. 
   3) The security of the system should depend only on the secrecy of the keys and not on the 
secrecy of the algorithms E or D. 

Encryption Decryption 



                                                                                          Lecture (٣) 
- Types of attacks: 
  There are three general types of cryptanalytic attack. Of course, each of them assumes that the 
cryptanalyst has complete knowledge of the encryption algorithm used. 
 1- Cipher text – only attack: the cryptanalyst has the cipher text of several message , all of 
which  have been encrypted using the same encryption algorithm, the cryptanalyst job is to 
recover the plain text of many message as possible, or better yet to deduce the key ( or keys) 
used to encrypted the message. In order to decrypted other message encrypted with the same 
keys. 
 Given: C1=Ek (p1), C2=Ek (p2),….. Ci=Ek (pi) 
  Deduce: either  p1, p2, pi, k; or an algorithm. 
  To infer pi+1 from  Ci=Ek (pi+1) 
2- Known – plain text attack: the cryptanalyst has access not only to the cipher text of several 
message, but also to the plain text of those message. His job is to deduce the key (or keys) used 
to encrypt the message or an algorithm to decrypt any new message encrypted with the same 
key, (or keys). 
 Given: P1,C1=Ek (p1), P2,C2=Ek (p2),….. Pi,Ci=Ek (pi) 
  Deduce: either  k or an algorithm. 
  To infer Pi+1 from  Ci=Ek (Pi+1) 
3- chosen– plain text attack: the cryptanalyst not only has access to the cipher text and 
associated plain text for several message. But be also chooses the plain text that gets encrypted. 
This is more powerful than a known-plain text attack, because the cryptanalyst can choose 
specified plaintext blocks to encrypted, ones that might more information about the key. His job 
is to deduce the key (or keys) used to encrypt the message or an algorithm to decrypt any new 
message encrypted with the same key (or keys). 
 
 Given: P1,C1=Ek (p1), P2,C2=Ek (p2),….. Pi,Ci=Ek (pi)   
                where the cryptanalyst gets to choose p1, p2, pi 
  Deduce: either  k or an algorithm. 
  To infer Pi+1 from  Ci=Ek (Pi+1) 
 Other 
4- chosen– cipher text attack. 
5- Adaptive-chosen-plaintext attack: this is a special case of a chosen-plaintext attack. 
Note only can the cryptanalyst choose the plaintext that is encrypted , but he can also modify 
his choice based on the result of pervious encryption- in a chosen-plain text attack,a cryptan-
alyst might just be able to choose one large block of plain text to be encrypted ; in an adaptive-
chosen-plaintext attack he can choose a smaller block of plaintext and then choose another 
based on the result of the first, and so forth. 



                                                                                         Lecture (4) 
 -Number theory 
 (1) Modular Arithmetic 
        a=b mod n 
        a=b+k*n   
            where k is integer, 
         b= a/n   or  a-b/n   without reminder, 
            a is integer number (positive) 
    And we can write   a≡ b mod n 
 
 Example : 
       1)     23 mod 12=11 
               23= 11*1+12        ≈ a=b+k*n 
               23-11=1*12          ≈   a-b=k*n 
               23-11/12=12/12=1  
 
      2)    17 mod 5=2 
             17=2+3*5               ≈ a=b+k*n 
             17-2=3*5                ≈ a-b=k*n 
              17-2/5=15/5=3 
 
(2) Congruence’s 
        Given integers a, b , and n≠0 , a is congruent to b modular n written a≡nb or a≡b( mod n) 
iff  a-b=k*n for some integer k this  mean  a-b/n without reminder. 
 
 Example: 
  ( 1)  prove:  17≡ 7 mod 5                                (2)  prove :13≡ 6 mod 5      
            17-7=10                                                  13-6=7 mod 5                        
            10=2*5                                                   13-7/5=6/5  with reminder 
     (( ٥من مضاعفات ال    10)                                    13 not congruent to b modular n 
 
 Or 
    a,b  integer , n>0 
    a mod n=r,   0≤r≤n-1 
    a≡ b mod n  a is congruent to be modular 
     
    a mod n= b mod n         or 
    a*k+b= n     , k is integer  or 
    (a-b)/n   : n is divides (a-b) 



  (( b ia called the residue of a modulo n)) 
 
Example: 
   23 ≡ 11 mod 12 
  23 mod 12= 11 mod 12 
        11        =      11 
 
-A set { r1, r2,…,rn  } called compelet residue mod n , if for every integer a, exactly one ri in 
the set that      a≡ri(mod n) 
 

- For any modules (o,…,n-1} forms compelet set of residue mod n. 
Example: 
     N=12 the set residue is {0,….,11} 
 
   Let a1 , a2 be integer , let op be one of the binart operation +,-,* , then reduction mod n 
 
    (a+b) mod n= ((a mod n) +(b mod n)) mod n 
    (a-b) mod n= ((a mod n) + ( b mod n)) mod n 
    (a*b) mod n = (( a mod n)*(b mod n)) mod n 
    (a*(b+c)) mod n =(((a*b) mod n) +(a*c)mod n)) mod n 
   
 Prove :- 
     
 
 
35  mod 7        ,        
35=243 
  243 mod 7 =5 
Now ?? 
3 * 3 mod 7 = 2    , 2*2 mod 7=4 
4*3 mod 7 =5 
 
 Or 

35 mod 7 
1) square 3  = 3 *3 = 9 
2) square result = 9*9=81 
3) multiply by 3 = 81*3=243 
4) reduce mod 7 = 243 mod 7=5      
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1) square 3 = 3*3=9 mod 7=2 
2) squre the result = 2*2=4 mod 7=4 
3) multiply by 3 =483 mod 7 =12 mod 75 

:ملاحظه  
    Log2x لذلك اوجدوا خوارزمية تعتمد تعقيدها على   x 1024 هذه الطريقه غير ملائمه للرفع الى اس آبير مثلا   

 
Algorithm Fast exp  ( a,z,n)        { x=az mod n } 
  begin 
     a1:=a, z1:=z , x:=1; 
    while z1 ≠ 0 do 
      begin 
       while z1 mod 2 = 0 do 
            begin 
             z1:=z1 div2 
             a1:=(a1*a1) mod n 
            end; 
        z1:=z1-1; 
       x:=(x*a1) mod n 
     end; 
     fastexp:=x 
 end. 
 
Examples: 
 1) 66212 ))7(mod2())7(mod3()7(mod3 ==  
     1)7(mod64)7(mod26 ===  
 Or 

      
17mod647mod4)7mod4())7(mod2( 3332 ====

  

2) 1)3(mod4)3(mod2)3(mod2 2)3mod5( ===  
 
3) 615mod1296)15mod36())15(mod6()15(mod6 4428 ====  
 
4) == 4mod])4mod5(*)4mod3(*)4mod2[()4(mod5*3*2 26332532413789456123  
      0.............)0(....................)4mod8( 4141 ===  
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                                                                                      Lecture (5) 
 
(3) Greatest Common Divisor (GCD) 
      
     Two numbers are relatively prime when they share no factors in common other than 1. In 
other words, if the greatest common divisor of a and n is equal to 1. This is written  
             Gcd(a, n) = 1 
 
 Example: 

1- gcd(27,18) 
  27= 18*1 +9 
  18= 9*2+0        
  Gcd(27,18)=9 
 

2-   gcd(5,3) 
      5= 3*1+2 
      3=2*1+1 
      2=1*1+1 
      1=1*1+0 
     Gcd(5,3)=1 
 
3-  gcd(123,4567) 
      4567=123*37+16 
      123=16*7+11 
      16=11*1+5 
      11=5*2+1 
       5=1*5+0 
      gcd(123,4567)=1 
 
(4) Computing Inverse 
 
 - given a∈[0, n-1] , find x (the invers of a)                                  
          ax mod n=1 
    example: 
         3*7 mod 10=1                  3:[1.3] 
         21 mod 10=1                    10:[1,3,7,9] 
 
      3*5 mod 7=1  x=5  the invers of   a=3 



- if a ∈ [0,n-1] then a has a unigue inverse  mod n when  a&n are relatively prime  
gcd(a,n)=1 

 
   Other else: 
A reduced set of residues mod n is the subset of complete set of residues {0,n-1} relatively 
prime to n. 
مجموعة البواقي المختزله هي عباره عن مجموعه جزئيه من مجموعة البواقي الكامله بحيث تكزن عناصرها مجموعة جزئيه 

   nوتكون عناصرها جزئيه ال
 

Example: 
 The compelet set of residue for modular 10=  {0,1,2,3,4,5,6,7,8,9} 
 The reduced set of residue for modulo 10={1,3.7.9} 
  
    gcd(1,10)=1,gcd(3,10)=1, gcd(7,10)=1,gcd(9,10)=1 

            
- This dose not gives an algorithm to find the inverse. 

 
- Euler toteint function Φ(n) 

the Euler function give the number of reduce set of residue. 
عطي عدد عناصر مجموعة البواقي المختزله والتي تشمل عناصر تكون هي الداله التي ت: Φدالة اويلر نرمز لها 

nاولية بالنسبه   
gcd(i,n)=1 , i<n 

 
- if  n is prime then it is reduced set of residue  (1,2.3,….,n-1}, i.e. compelet set of 

residue expect 0. 
- If p&q are two prime then  

              Φ(p)=p-1 : no. of integer <p that are relatively prime to p 
             Φ(q)=q-1 
        Thus if n=pq   p and q are two prime 
            Φ(n)= Φ(pq)= Φ(p) Φ(q)=(p-1)(q-1) 
      
    Example: 
       P=3, q=5, n=15 
      Φ(15)= Φ(3) Φ(5)=(3-1)(5-1)=2*4=8 
 
   i.e. there are 8 elements <n in the reduced set of residue modulo 15:{1,2.4,7,8,11,13,14} 
          
    
 
 



                                                                                      Lecture (6) 
Fermat Thurom 
 
- let  p be prime ,∀ a , s.t.  gcd(a,p)=1 

 
         1mod1 =− pa p  
 
     Example: 
         p=7, a=2,3,5 
        17mod647mod27mod2 617 ===−  
 
        17mod7297mod37mod3 617 ===−  
 
         17mod156257mod5 17 ==−  
 
 
   Euler Generalization 
    - if gcd(a,n)=1 then 1mod)( =na nφ  
 
     - if ax mod n=1 , gcd(a,n)=1 then  the solution for the inverse x is 
           nax n mod1)( −= φ  
 
     Example: 
           a=3 , n=7 then  57mod2437mod37mod37mod3 51)6(1)7( ===== −−−φx  
              so 5 is the inverse of 3 modulo 7 
              3*5 mod 7=1 
              ax mod n=1 
 

- There is an iterative version of Eucliden Algorithm to compute the inverse by computing. 
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Example: 
     (1)    5-1( mod 23)                            a mod n=b 
                                                               b=a-k.n 
           23 mod 5 =3                             3=23-4.5 
           5 mod 3 =2                               2=5-1.3 
                                                              =5-1.(23-4.5) 
                                                              =5-23+4.5 
                                                              =5.5-23 
            3 mod 2 =1                             1=3-1.2 
                                                           =(23-4.5)-1.(5.5-2) 
                                                          =23-4.5-5.5+23 
                                                          =2.23-9.5 
          2 mod 1=0 
       
          x=23-9=14 
                                         x=14 
 
        14*5 mod 23=1 
               14=x                        inverse  5 mod 23 
 
 
(2)     10-1mod 26 
 
           26  mod 10  =6                                    6= 26-2.10 
         10 mod 6     =4                                    4= 10-1.6 
                                                                        =10-1.(26-2.10) 
                                                                        =10-26+2.10 
                                                                        =3.10-26 
       6 mod 4  =2                                          2= 6-1.4 
                                                                      =(26-2.10)-1.(3.10-26) 
                                                                      =26-2.10-3.10+26 
                                                                     = 2.26-5.10 
      4 mod 2=0 
 
       x=26-5=21 
       10*21 mod 26= 
         210 mod 26≠1 
                                                  Inverse not exist 
 
 



                                                                                    Lecture (7) 
Encryption Algorithms 

 
- Traditional Systems Cipher 

 
- Introduction 

 
              Traditional systems related to all ciphers used before and they are divided in two: 

1) Transposition. 
2) Substitution. 

 
1) Transposition: means a management of letters according to some schema. i.e. rearrange 
bits or characters in the data. 
 
            
            Plaintext      written     figure     take off cipher text 
 
                                               ((Transposition)) 
 
a) The plaintext was written into the figure according to some (written) path. 
b) The cipher text was taken off the figure according to some (take off) path. 
c) The key consisted of the figure together with the written in & take off path. 

 
- Transposition Types: 

1) Simple transposition (colummer transposition): 
- The plaintext can be written into a matrix by rows the cipher text can obtain by taking the 

columns in some order.  
 
Example 1 : 
                   CRYPTOGRAPHY   = plain text 
                         3 1 4 2                  =   key 
                                          (Encipherment process) 
                   3       1       4     2 
                   C       R     Y     P 
                   T       O     G     R     +  key        ROP  PRY  CTA  YGH 
                   A      P      H     Y                               1       2        3         4 
 
 



                                           (Decipherment process) 
 
                               key =  3  1  4  2 
                               cipher text =  ROP  PRY  CTA  YGH 
                                                        1        2         3       4 
                   3       1       4     2 
                   C       R     Y     P 
                   T       O     G     R          CRYPTOGRAPHY    
                   A      P      H     Y                                
 
 
      Example 2: 

        Plaintext = this is transposition 
            Key     = code 
 

           A  B  1C  D2  E3  F  G   H   I   J   K   L   M   N   O4   P     Q   R    S    T    U    V    W     X    Y    Z 
          0   1    2   3     4    5   6   7   8   9  10  11 12   13   14  15   16   17  18   19   20  21   22    23  24   25 
        
                   Code=1 4 2 3 

(Encipherment process) 
                                      
 
                                      1      4      2      3 
                                      t       h      i       s 
                                      i       s       t       r  
                                      a      n      s       p 

                                 o      s       i      t 
                                      i        o     n      x 
 
             cipher text =  tiaoi   itsin  srptx  hsnso 
 
 
 

(Decipherment process) 
 
     
            cipher text =  tiaoi   itsin  srptx  hsnso 
                                      1       2       3         4 
      
               key= code =  1 4 2 3 



                                      1      4      2      3 
                                      t       h      i       s 
                                      i       s       t       r  = this is transposition 
                                      a      n      s       p 

                                 o      s       i      t 
                                      i        o     n      X 
 

2) A fixed period d with a permutation function. 
 
                                 F: Zd Zd 
       Example : 
                      Plain text:    CRYPTOGRAPHY , d=4 , f=2 4 1 3 
 
 

        (Encipherment process) 
                                   d=4              d=4             d=4 
                       CRYP   TOGR  APHY 
                        1 2 3 4     1 2 3 4    1 2 3 4 
                       
                    Cipher text  :RPCY ORTG  PYAH 
 
                            

        (Decipherment process) 
                Cipher text  :RPCY ORTG  PYAH                ,            d=4,      f= 2413 
                                     2 4 1 3  2413    2413 
 
                 Plaintext :  CRYP   TOGR  APHY 
                                           1 2 3 4    1 2 3 4    1 2 3 4 
 
 
      Note: d represent block length 
 
 
 
 
 
 
 
 
 
 



                                                                                    Lecture (8) 
 2- Substitution Ciphers 
        Four types: 

a) simple 
b) homophonic 
c) polyalphabetic 
d) polygram 

a) Simple Substitution 
 

- replace each plaintext letter with a corresponding cipher text letter. 
 

1- Keyword  
 

Example: 
  Keyword= CRYPTOGRAPHIC SYSTEM 
    
  P: A  B  C  D  E  F  G  H  I    J  K  L  M  N  O  P  Q  R  S  T  U  V  W  X  Y  Z 
  K: C  R  Y  P  T  O  G  A  H  I  S  E  M  B  D  F  J  K  L  N  Q  U  V  W  X   Z 
 
 To encipher the plaintext=  CRYPTOGRAPHY  
                            ciphertext=YKXFNDGKCFAX 
 

2- Shift alphabets 
 

F(a)=(a+k)mod n        encipher 
M=(c-k)mod n             decipher 
 
 i.e.  c=(p+k)mod 26,      where a =0,…………..z=25  
 

- this is called shifted alphabey by k position 
 
 

-  example ( caeser cipher use k=3) 
            P= a b c d…….z 
           C=  d e f  g……c  
   
 
 
 



3- Multiplication 
 

       F(a)=(a.k)mod n 
    Or 
        C=(P.k)mod 26 , where GCD(k,26)=1 
 
   Example: 
     K=9 
     P: A  B C  D  E   F  G  H  I  J  K …………..Z 
     C: A  J  S  B  K  T  C   L  U  D……………..R 
 

b) homophonic substitution ciphers: 
- a homophonic substitution cipher maps each plaintext letter into a set of ciphertext 

elements( called homophones ) 
 
     Example: 
     
          A  B   C   D  . . . M   N  . .  . .  Z 
             3   17  60   4 . . .    71    11  . .  . .   31  
            25  55  80                26   50             83 
            31  90 
            36  
            79   
 - notice  : no. of homophones assigned to each plain text letter on proportional to its frequency.   
 
- Beal ciphers: 
   I      use the first letter of each word from a plain text ( ex : a book) 
   II     number the words rx: 1 ,2,3,4,…, text length as words. 
   III    to encipher a plain text a  letter use its no, from II. 
 

- Example 
                                                  01       02  03   04     05  06      07 

- The plain text a book : when , in  the course of human event …. 
- To encipher: THE = 03 06 07 
 

- Higher Order Homophonic 
- Algorithm 

1- matrix n ×n 
2- fill the matrix with numbers 1  n2 
3- encipher the plaintext with a long with a dummy message x 

 



     M=  m1,  m2, …. 
     X= x1,    x2,…. 
     Ci= K[m1 xi], i= 1,2, …… 
 
   Example  
        Let n=5 ,      plain alphabet { E, I, L , M, S} 
 
                 E        I         L        M        S 
        E      10       22      18      02        11 
 
       I       12       01       25       05        20 
 
       L       19        06      23     13        07 
 
      M       03          16     08     24      15 
 
      S        17         09      21     15      04 
 
M=  S  M  I   L  E 
X=   L  I   M  E  S          (DUMMY MESSAGE) 
C=  21 16  05  19  11 
       
          
 
  

 
 
 

  
            
 
    
      

            
          

  
         

  
 

 



 
 
 
  
 
  
     

 
 


